FLORIDA DEPARTMENT OF EDUCATION

INTEGRATED EDUCATION DATA SYSTEMS
SECURITY AND ACCESS POLICY AND PROCEDURE

INTRODUCTION

Information from the Integrated Education Data Systems (IEDS) such as trends over time or the results of tracking student cohorts can be useful for the support of educational research.  The matching process and integration of data in the IEDS from various sources provides an environment that facilitates the use of data from different years as well as different educational systems.    

The purpose of this policy and procedure is to identify ways the IEDS data can be accessed.  State and federal laws governing the release of student records apply to the release of data from the IEDS as well.  Under no circumstances shall records and reports be released by the IEDS to any party unless such release is in strict accordance with the provisions, and to the entities identified in, Public Law 93-80--Privacy Rights of Parents and Students, commonly known as the “Buckley Amendment; the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g and 34 CFR Part 99 and the State Public Records Law, Title X, Chapter 119, Florida Statutes, including express exceptions to Section 119.07(1), Florida Statutes, as the same may be amended from time to time.  

IEDS staff will process and grant requests for access to data once appropriate approval has been given and all required prerequisites are met in accordance with the procedures outlined in this document.  All requests for access to IEDS information will be logged and available for review.
IEDS USER REQUIREMENTS

All persons who gain access to information from the IEDS in any form must adhere to the following code: 

Users must

1. Be responsible for the information obtained, use it appropriately and only for authorized purposes;

2. Only use individual records or anything that could generate personally identifiable information for the validation of queries/programming;

3. Destroy student level records that have been provided from the IEDS pursuant to a formal agreement within time limitations defined in the agreement and provide certification to the IEDS staff that such records have been destroyed;

4. Prior to publication/release, requester will provide any documents generated as a result of using data received from the IEDS to the FDOE for review and verification that the intended purpose has been adhered to;

5. Understand that deliberate or accidental misuse of information may result in one or more of the following: loss of access, disciplinary action, dismissal or prosecution under the scope of all applicable federal and state laws;
 and

Users must not

1. Share detail data with any other individual;

2. Make or allow any unauthorized use of information provided/generated;

3. Use the results of information provided/generated in an effort to determine the identity of any student or employee for whom data is included in the IEDS; and

4. Publish reports with a cell size of less than 10.  (Reports must mask these cells so that results are not revealed.)

LEVELS OF ACCESS

The following levels apply to those persons who wish to access information from the IEDS to meet their specific needs.  A request for data may be initiated by contacting the IEDS Team by mail, phone or email.  

Summary Data
Upon request, IEDS staff will produce reports of summarized data. Although a request for summary data does not go through an approval process, the request may be subject to a departmental review.

Detailed Data
Users of detail data have time-limited access to extracts of individual-level data. Access at this level requires high-level Florida Department of Education approval
REQUIREMENTS FOR EACH LEVEL OF ACCESS

Summary Data
· Must provide detail concerning nature and purpose of request.

· Must provide report definition.

· Details of data presentation will be based on requester requirements and agreement between the requester and IEDS staff.

Detailed Data
· Must have a bona fide need to access the information to complete a project approved by the Florida Department of Education.

· Must provide detail concerning nature and purpose of request.  (See Attachment A) Must agree to the conditions of access as demonstrated by signing the request form and securing required local or headquarters approval.  (See Attachment).
· Details of data provision will be based on user requirements and agreement between the user and IEDS staff.

· Must receive high-level Department of Education approval for access to detailed data.
*The requester is to complete Attachment A, Request for Anonymous Detailed Records.  If other persons (Researchers or Data Analysts) will be involved in the study and have access to the data, they should complete Box 2 of Attachment A, and sign in the appropriate place on Page 5. If additional space is needed on Page 5, signatures may be added below the Researcher/Data Analyst signature line.
Attachment A
Integrated Education Data Systems
Request for Anonymous 

Detailed Records
Please complete all information requested.

Requester Information:
Name of Requester: ______________________________________Title: ______________________________

Institution/Division: _________________________________________________________________________
Phone Number: __________________________________ Email Address: _____________________________

To be completed if information is different to that of the Requester:

Data Analyst/Researcher: (Person using the data)

Name:
_________________________________________
Title:  _________________________

Alternate Contact:  ________________________________
Title:  __________________________
Institution/Division:  _________________________________________________________________


Phone Number:
 ____________________________________
SunCom Number:  ______________
Email Address:
_______________________________________





Purpose for Request:  (Explain briefly and attach any supporting documentation that may be helpful.) 

Is the Request on Behalf of the Florida Department of Education? 



[image: image1] YES 

 NO

(If yes, please complete the following.)
Florida Department of Education Division and Section Name: 
________________________________________
Division/Section Contact Name: 


Division/Section Authorized Signature: 


Florida Statute (if applicable): 
 
Data Needed:  (Describe briefly and attach more specific information that will be helpful in filling this request.)

Statement of Understanding

The information available through the Integrated Education Data Systems (IEDS) is, by Federal Law and State Statute, confidential and shall be used only for authorized purposes. The party receiving data must abide by all applicable IEDS User Requirements. 

The information released by the party receiving data provided by the IEDS will be used for the sole purpose of generating aggregate statistics that will be used to evaluate the effectiveness of educational programs in Florida.  Personally identifiable information will neither be publicly disclosed nor used to make decisions that affect the rights, privileges, or benefits of any individuals.

The party receiving data acknowledges their separate obligations in accordance with the requirements of Public Law 93-380--Privacy Rights of Parents and Students, commonly known as the “Buckley Amendment”, the Federal Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232g and 34 CFR Part 99 and the State Public Records Law, Title X, Chapter 119, Florida Statutes, including express exceptions to Section 119.07(1), Florida Statutes, by establishing rights or duties of confidentiality, privacy, and nondisclosure. 

Signature of Requester _______________________________________ Date _______________

Signature of Researcher/Data Analyst ___________________________ Date _______________
Data Usage Expiration Date______________________

Please submit form with original signatures to the IEDS Team at the address below.

Contact Information

Department of Education

Integrated Education Data Systems Team

325 West Gaines Street, Room 1444

Tallahassee, Florida 32399-0400

PK-12 Education Data Warehouse (EDW)
Phone: (850) 245-0428 or SC 205-0428

Fax:  (850) 245-9596 or SC 205-9596

E-mail:  data.request@fldoe.org  

Or

Florida Education & Training Placement Information Program (FETPIP)

Phone: (850) 245-9754 or SC 205-9754

Fax:  (850) 245-9106 or SC 205-9106

FETPIP@fldoe.org
� Under state law an agency, district or individual employee may be subject to an injunction, court costs and attorneys fees in civil court.  (Sec. 1002.22(5), F.S.)  Under FERPA, if a violation is found, the United States Department of Education may withhold funds for one or all programs.  (34 C.F.R. Sec. 99.67)
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